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Introduction

The NOVAtouch-II Fingerprint Reader (“reader”) incorporates the latest design and reliability of a fingerprint reader with
the tools and sophistication that make it both easy to use and powerful—all the while ensuring secure access via the
Administrator, Employee, and Supervisor web services. Employees and users can be enrolled with two separate fingers so
that if one finger becomes injured, they can still use the other to access the system. Please refer to Chapter 4 for
instructions on installing the NOVAtouch-Il program and reader on each workstation.

Although rare, not all fingerprints may read properly in the reader. Worn-out fingerprints (for example, those belonging to
box handlers who don’t wear gloves) or fingerprints that are damaged with cuts or scars may not be read consistently by
the reader. If enrolling two fingers does not solve this problem, employees with damaged fingerprints can be enrolled using
a “special enrollment” feature that will allow them to use the EWS program. Users that do not have at least one viable
fingerprint will not be able to use the reader to access the AWS or SWS programs.

About the reader: The system does not store fingerprints. It converts the fingerprint to a numerical value that is used to
authenticate the employee or users; however, for ease of use and to ensure that a person’s finger is placed properly on the
reader, the system can be configured to display the fingerprint on the enrollment page and on the employee and system
user login pages.

System Requirements

2.1 Microsoft Internet Explorer 9 or above
2.2 USB 2.0 Port
2.3 Windows 7 or above (Windows 8 RT is NOT supported)

Quick Start Enrollment Guide

Refer to Chapters 7 and 8 for complete instructions.

Enrolling Employees

3.1 Employees>General Page: Add employees to the NOVAtime system (Manual entry, import, NEWS integration).
3.2 EWS Setup>Setup Page:
(1) Locate the employee, select the NOVAtouch checkbox, and click =+Enroll.
(2) Select the “Primary” finger that will be used for authentication and click Process. Follow the prompts until
successful enrollment.
(3) Select the “Secondary” finger that will be used for authentication and click Process. Follow the prompts until
successful enrollment.
(4) Upon exiting the enrollment display, be sure the checkbox for NOVAtouch remains selected and save the page.
Refer to Chapter 7 for complete details.

Enrolling Users

3.3 User Setup>Overview Page:

(1) Locate the system user, select the NOVAtouch checkbox, and click =Enroll.

(2) Select the “Primary” finger that will be used for authentication and click Process. Follow the prompts until
successful enrollment.

(3) Select the “Secondary” finger that will be used for authentication and click Process. Follow the prompts until
successful enrollment.

(4) Upon exiting the enrollment display, be sure the checkbox for NOVAtouch remains selected and save the page.
Refer to Chapter 8 for complete details.

NOVAtime Technology, Inc. Page 3
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4. NOVAtouch-Il Installation Guide

The NOVAtouch-Il reader requires a small program to be installed on each computer using the reader. The following steps
must be performed while you are logged into the computer as the network administrator.

4.1 Cold-boot the computer BEFORE installing the program.
4.2 Run the NOVAtouch-Il “Setup.exe” installation program and follow the prompts to complete the installation. Cold-boot
the computer when done.
4.3 Connect the NOVAtouch-Il reader. A blue glow should appear and remain on.
4.3.1 When the light flashes only momentarily, the computer is not recognizing the reader. This means that either the
installation of the program failed or the computer is not compatible with the reader. Uninstall the program and try
again.

e = e R ==
Welcome to the NOVATouchll64 Setup Wizard Select Installation Folder (el

L& Lo

The inzstaller will guide you through the steps required to install MOYAT ouchllB4 on your computer. The inztaller will install NOWAT ouchl 64 ta the following folder.

Ta installin this folder, click "Mext". Ta install to a different folder, enter it below or click "Browse™.

Folder:

AW OWAtme Add-OniWOWAT ouchl B4 Browse...

WARMIMG: This computer program iz protected by copyright law and international treaties. Install NOVATouchll&4 for yourself, or for anyone who uses this computer:
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

@ Evemvone

) Just me

< Back Cancel ] [ < Back ] l Mext » I

——
=== I (T ==

(.l Installing NOVATouchl 164
=9

The installer iz ready to install NOWAT ouchllE4 on your computer. NOVAT ouchllE4 is being installed.

Confirm Installation

i

Click "Mext"" to start the installation.
Flease wait...

Cancel ] [ < Back ] I Mest > I < Back Mest »
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(4. NOVAtouch-lIl Installation Guide — continued)

Browoma

Installation Complete

MOWVAT ouchllBd has been successfully installed.

Click "Close" to exit.

Fleaze uze Windows Update to check for any critical updates to the MET Framework.

Cancel | | < Back | l Cloze I
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5. NOVAtouch-Il Login Pages

The following login pages are for use with the NOVAtouch-II reader. Simply change URL text between the “/” and “.aspx” to
one of the following:

5.1 Administrator Web Services (AWS): awstouchii62

5.2 Employee Web Services (EWS): ewstouchii62
5.3 Supervisor Web Services (SWS): swstouchii62

Example (EWS): https://onlinel.novatimeanywhere.com/nova4000/ewstouchii64.aspx?ClD=caS8grlU9M3%15a6974hR
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Thursday, January 29, 2015 - 12:29:48 PM ® Ready...
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Thursday, January 29, 2015 - 1:13:41 PM

Welcome to NOVAtime Anywhere! Please place your finger on
the NOVAtouch-Il reader. 1 2 3

Welcome to NOVAtime Anywhere. Please place your finger on the NOVAtouch.lI reader. Welcome to NOVAtime Anywhere. Please place your finger on the NOVAtouch-ll reader.
ClientID: 75 D

4 5 6
ClientID: 75 DOC Employee ID: | 1001 ClientID:
7 8 9 .

UserID: | RobertH UserID: michaell

FUNCH TRANSFER CANCEL
Back 0 Enter
LoaIN Lo

EMPLOYEE WEB SERVICES | DAILY SUBMIT TS

The software on this Site contains unpublished, confidentisl and proprietary in
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by the License Agr

“
NOVAlime suthorized business pariners and users for NOVAtime
and security reasons

nd security ressons.
©1999-2015 NOVAtime Technology. Inc ~ Legal Statement

©1999.2015 NOVAlime Technology, Ino  Legl Statement

19992015 NOVAlime Technology, Inc  Legal Statement  Priva
NOVAtime logo are regi of NOVAtime Technology, Inc.

NOVAtime and NOVAtime logo are registered trademaris of NOVAtime Technology, Inc.

6. NOVAtouch-Il Setup

6.1 Company Setup>System Setup>Miscellaneous Page — NOVAtouch-Il Setup: Activate the option to display the fingerprint
on the screen when the NOVAtouch-Il reader is used. Note: The system does NOT store any fingerprints.

" General || Timeshest || DatelTime Format || Miscellaneous || Export || EWS F-Keys || Submit Rule || Shared Tips | N
[Esave «3 Undo

Preferences
Overtime
Accrual [ Payroll
Login Preference

= NOVAtouch-ll Setup

NOWVAtouch-Il Setup: 1#| Display fingerprint images?
\..
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7.1 Employees>General Page: Add employees to the NOVAtime system (Manual entry, import, NEWS integration)

7.2 EWS Setup>Setup Page:

(1) Note: the employee should not be allowed to view the enroliment screen. The system user should instruct the
employee when to place his or her finger on the reader and when to remove it.

(2) Locate the employee, select the NOVAtouch checkbox, and click =Enroll (Figure 7-1).

(3) Click the enroll button, and a diagram of two hands will appear (Figure 7-2 and 7-3).

(4) Select the “Primary” finger that the employee will use by clicking on a finger in the diagram. The finger will change
color to indicate that it was selected. A prompt will then appear asking the employee to place the finger on the
reader four times (Figure 7-4 and 7-5).

(5) Upon successful completion of the primary finger enroliment, the page will display a message indicating that the
enrollment was successful. A reminder will also appear stating that a second finger needs to be enrolled (the little
finger of the opposite hand is recommended). Click on the secondary finger and repeat the enrollment process
until it is successfully completed (Figure 7-6 and 7-7).

(6) Special Enrollment:

The “Enable Special Enrollment” option in the enrollment display is used in cases where the employee does not
have a viable fingerprint. When this option is selected, the employee will still be prompted through the enroliment
process, but the system will ignore the quality of the fingerprint, and enroliment will always be successful. It also
means that since the reader will ignore the quality of the fingerprint, anyone can use the system as that employee

(if they know the employee’s ID number).

(a) Only use this option when other attempts (2 or more) fail to adequately enroll the employee.

(b) Do NOT tell the employee that it is a special enroliment.

NOVAtimeAnywhere® Eive=owo .o

4000 $335 ADMINISTRATOR

EWS Setup  UsersSefup  Access  Took  CompanySetup RulesSelp NEWS ~ HW Devices

Overview  Setup Groups Lockouts  Paycodes

Esave v undo  ZLiP Address
86 Employee(s) listed below:

Group ! Filter By: | Al v Employee Search:
Web Enabled | Apply Leckout | Apply Assign Access Group: | <—Select— ¥ | Apply

1002 DAILEY, KATRINA L4 nroll Employee Access

anna SMITH BATRICIS ’ =Enroll Emploves Access

Employee ID Name Web Enabled Lackout NovaTouch Access Group
1001 SMITH, JAN 5 @ @ =Earll Employee Access

Enable LDAP LDAP User

Figure 7-1

NOVAtime Technology, Inc.
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(7. Enrolling Employees — continued)

NOVATouchll 64 Enrollment

»

Employee: SMITH, JAN

Employee Enroliment Information:

| Primary | Right Index Finger Secondary Right Middle Finger

Welcome SMITH, JAN! Please start your enrollment...

m

[ Enable special enrollment

e

Figure 7-2

NOVATouchll 64 Enrollment

Employee: SMITH, JAN

Employee Enroliment Information:

| Primary | Right Index Finger Secondary | Right Middle Finger

Note: Employee must enroll two fing

for the enroll t to

plete. They will replace the old finger prints. i

Enroll a Fingerprint

You may enroll your fingemprints @%

To enrall a fingerprirt, click a finger on the hands below. It is recommended that you enroll your

index finger. Enrolled fingers are highlighted. You may also delete an enrolled fingemprint by
clicking a highlighted finger.

9 Exit
Figure 7-3

NOVAtime Technology, Inc. Page 8
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NOVATouchll 64 Enroliment

Employee: SMITH, JAN

Employee Enroliment Information:

‘ Primary | Right Index Finger

Secondary |

Right Middle Finger

Note: Employee must enroll two fingers for the enroll

to complete. They will replace the old finger prints. i

Enroll a Fingerprint
You may enroll your fingemrints

Secan your right index finger four times.

To begin, scan your right index finger and wait urtil

success is confimed. Repeat for each of the
remaining scans.

Click here to cancel enrollment

) Exit

Figure 7-4

NOVATouchll 64 Enroliment

Employee: SMITH, JAN

Employee Enrollment Information:

| Primary | Right Index Finger

Secondary | Right Middle Finger

Note: Employee must enroll two fingers for the enroll t to

p They will replace the old finger prints. N

Enroll a Fingerprint

You may enroll your fingerprints

o

clicking a highlighted finger.

To enroll a fingerprint. click a finger on the hands below. It is recommended that you enroll your
index finger. Enrolled fingers are highlighted. *You may also delete an enrolled fingerprint by

allln

@ Enrollment was successful
Your right index fingerprint is now enrolled.

Na?

4 exit

Figure 7-5

NOVAtime Technology, Inc.
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NOVATouchll 64 Enroliment

Employee: SMITH, JAN

Employee Enroliment Information:

| Primary | Right Index Finger Secondary

Note: Employee must enroll two fingers for the enrollment to complete. They will replace the old finger prints.

Enroll a Fingerprint
You may enroll your fingerprints

Scan your left pinky finger four times.

remaining scans.

Click here to cance! enrollment.

To begin, scan your left pinky finger and wait until
success is confirmed. Repeat for each of the

Figure 7-6

NOVATouchll 64 Enroliment

Employee: SMITH, JAN

Employee Enroliment Information:

| Primary | Right Index Finger Secondary

Enrollment Completed. The Employee has been successfully enrolled!

DEnab\e special enrollment

x
Right Middle Finger :
@ =
9 Exit
x
Left Little Finger :
ﬂ‘ Exit

Figure 7-7

NOVAtime Technology, Inc.
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8. Enrolling Users

8.1 User Setup>Overview Page:
8.1.1 Add the system user to the NOVAtime system and save.

(1) Select the system user, select the NOVAtouch checkbox, and click =Enroll (Figure 8-1).

(2) Click the enroll button, and a diagram of two hands will appear (Figures 8-2 and 8-3).

(3) Select the “Primary” finger that the system user will use by clicking on a finger in the diagram. The finger will
change color to indicate that it was selected. A prompt will then appear asking the system user to place the finger
on the reader four times (Figures 8-4 and 8-5).

(4) Upon successful completion of the primary finger enrollment, the page will display a message indicating that the
enrollment was successful. A reminder will also appear stating that a second finger needs to be enrolled (the little
finger of the opposite hand is recommended). Click on the secondary finger and repeat the enroliment process
until it is successfully completed (Figure 8-6 and 8-7).

Note: There is no “Special Enrollment” option for users.

HagLl HELP Losout O

/Atime Quslity Assurance (TS_DOC)

/LVPE[/A timeAnywhere‘“‘ fE80ASHBOARD /B QUICK NAVIGATOR Thu Jan 292015 12:1405PM  WELCOME Michas! Law

4000 5335 ADMINISTRATOR WEI Licenzed

NEWS HW Devices

EWS Setup  Users Setup Access Tools Company Setup  Rules Setup

Overview Employees Preference Groups Delegation User Admin Import Group Access

[ New  [@save v Undo  FDelete| ELIP Address

2Wab User(s) User Search:

User Login ID Web Enable

e Full Name Password Info Enabled CheckIP MNovaTouch Access Group User Employee LDAP LDAP User

Roberth Robert Hawkins ~ sxeveees & | Jupenisor PC 1263 [HAWKINS, ROBERT] £ []
Sandyd SandraDelgade  sweweees Eg "ol SupenisorAccess  |=] 1008 [DELGADO, SANDRA] &[]

1
Figure 8-1
NOVAtouchll 64 Enrollment »®

User: ROBERTH

User Enroliment Information:

| Primary | Mone Secondary Mone

Welcome ROBERTH! Please start your enrollment...

e —

) Exit

Figure 8-2

NOVAtime Technology, Inc. Page 11
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(8. Enrolling Users — continued)

NOVAtouchll 64 Enrollment

NOVAtime Technical Library

User: ROBERTH

User Enroliment Information:

| Primary |

MNone

Secondary

MNone

Note: User must enroll two fi

g for the enrc

t to complete. They will replace the old finger prints.

Enroll a Fingerprint

You may enroll your fingerprints @%

Figure 8-3

To enroll a fingerprint, click a finger on the hands below. It is recommended that you enroll your
i

index finger. Enrolled fingers are highlighted. You may also delete an enrolled fingerprint by
clicking a highlighted finger.

9 exit

NOVAtime Technology, Inc.
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(8. Enrolling Users — continued)

NOVAtouchll 64 Enrollment

User: ROBERTH

User Enrollment Information:

| Primary | Mane Secondary Mone

Note: User must enroll two fingers for the enrollment to complete. They will replace the old finger prints. i

Enroll a Fingerpnnt
You may enrall your fingerprints @

Scan your right index finger four times.

To begin, scan your right index finger and wait until

success is confimmed. Repeat for each of the
% % remaining scans.
Click here to cancel enrollment.

4 Eexit

Figure 8-4

NOVAtime Technology, Inc. Page 13
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NOVAtouchll 64 Enrollment

NOVAtime Technical Library

User: ROBERTH

User Enroliment Information:

| Primary |

None Secondary None

Note: User must enroll two fingers for the enrollment to complete. They will replace the old finger prints.

Enroll a Fingerprint
You may enroll your fingerprints @
To enroll a fingerprint, click a finger on the hands below. It is recommended that you enroll your
index finger. Enrolled fingers are highlighted. You may also delete an enrolled fingerprint by
clicking a highlighted finger.
AN
L
N
@ Enrollment was successful
Your right index fingerprint is now enrolled.
4 Exit
Figure 8-5

NOVAtime Technology, Inc.
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(8. Enrolling Users — continued)

NOVAtouchll 64 Enroliment b 4
User: ROBERTH
User Enroliment Information:
| Primary | Right Index Finger Secondary Right Middle Finger
Note: User must enroll two fingers for the enrollment to complete. They will replace the old finger prints. i
Enroll a Fingerprint
“ou may enroll your fingerprints @
Scan your left pinky finger four times.
To begin, scan your left pinky finger and wait until
success is confimed. Repeat for each of the
remaining scans.
Click here to cancel enroliment.
9 Exit
Figure 8-6
NOVAtouchll 64 Enrollment b 4

User: ROBERTH

User Enroliment Information:

| Primary | Right Index Finger Secondary Left Little Finger

Enrollment Completed. The User has been successfully enrolled! i

4 Eexit

Figure 8-7

NOVAtime Technology, Inc. Page 15
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9. Using the NOVAtouch-Il Reader

9.1 Employees:
9.1.1 Bring up the employee login page (refer to Chapter 5 for URL details).
9.1.2 Enter the employee ID (do NOT click on anything else).
9.1.3 Place the appropriate finger on the reader. Upon a successful reading, the display will prompt the employee to
click on the designated option. Select the "Punch,” Transfer,” or “Employee Web Services” button as needed.

N G o L i 4 P
iy L A ,

NOVAtimeAnywhere® Thursday, January 29, 2015 - 1:01:05 PN NOVAtimeAnywhere® Thursday, January 29, 2015 - 12:26:01 PM

~ 4000 S33S EMPLOYEE WEB SERVICES —~ 4000 S33S EMPLOYEE WEB SERVICES
@® Ready... @ Ready...
Wel to NOVAtime Anywhere! Please place your finger on Finger Print captured. Please click on the desired options.
the NOVAtouch-ll reader. 1 2 3 1 2 3
ClientID:| TS_DOC 4 i 6 ClientID: 75 _DOC 4 5 6
Employee ID: | 1001 Employee ID: 1001
7 8 9 T 8 9
PUNCH TRANSFER CANCEL PUNCH TRANSFER CANCEL
Back 0 Enter Back 0 Enter
EMPLOYEE WEB SERVICES DAILY SUBMIT TS EMPLOYEE WEB SERVICES DAILY SUBMIT TS
The softwsre on this Site contsins i isl and of NOVAtime Technology, Inc. and is The software on this Site contains i idential and of NOVAtime T Inc. and is

protected by copyright, trade searet and trademari lsw. NOVAtime retsins sl rights not expressly granted. Use snd disclosure of this
software is restricted and governed by the License Agreement and the Legal Agreement. Access snd use is restricted to NOVAtime
authorized business partners and users for NOVAtime business only. This system may be monitored for sdministrative and security

reasons.

protected by copyright, trade secret and trademark law. NOVAtime retains sll rights not expressly granted. Use and disclosure of this
software is restricted and governed by the License Agreement and the Legal Agreement. Access and use is restricted to NOVAtime
authorized business partners and users for NOVAtime business only. This system may be monitored for administrative and security

reasons,

©1999-2015 NOVAtime T Inc Legal Stateme Privacy

©1999-2015 NOVAtime T Inc Legal e Privacy

NOVAtime and NOVAtime logo are registered trademarks of NOVAtime Technology. Inc. NOVAtime and NOVAtime logo sre registered trademaris of NOVAtime Technology, Inc.

Figure 9-1 Figure 9-2
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(9. Using the NOVAtouch-Il Reader — continued)

9.2 Users:

9.2.1 Bring up the Administrator or Supervisor login page (refer to Chapter 5 for URL details).
9.2.2 Enter the User ID (do NOT click on anything else).

9.2.3 Place the appropriate finger on the reader. Upon a successful reading, the display will prompt the system user to
click on the “Login” button.

‘A"‘V&Lﬂ' '«"
ssmre.;;se&.ce' ,?‘ﬁ Software as a Service ) 1?‘£
/NOVA%eAnywhere

Thursday, January 29, 2015 - 1:13:41 PM NOVAt/meA nywhere®
4000 S338 SUPERVISOR WEB SERVICES

4000 $338 SUPERVISOR WEB SERVICES

Friday, January 30, 2015 - 11:05:37 AM

Wel to NOVAtime Anywhere. Please place your finger on the NOVAtouch-Il reader.

Finger Print captured. Please click on the Login button.

ClientID: T5_DOC ClientID: 75 00C

UserID: michaell

User ID: | michaell

LoGIN LOGIN
The software on this Site contains and i i ion of NOVAtime T Inc snd is The software on this Site contains ial and i i ion of NOVAtime T Inc and is
protected by copyright, trade secret and trademark law. NOVAtime retains all rights not expressly granted. Use and disclosure of ecbchnd 1 Copyich e, i sarvat el warasyiiel I, SO Ao retajria il Hghis oot wisesly e e fssdoates: of
this software is restricted and governed by the License Agreement and the Legal Agreement. Access and use is restricted to this software is restricted and governed by the License Agreement and the Legal Agreement. Access and use is restricted to
NOVAtime authorized business partners and users for NOVAtime business only. This system may be monitored for sdministrative NOVAtime authorized business partners and users for NOVAtime business only. This system may be monitored for sdministrative
and security reasons. and security reasons.

©1999-2015 NOVAtime Inc Legal Privacy ©1888-2015 NOVAtime T Inc Legal Privacy

NOVAtime and NOVAtime logo are registered trademarks of NOVAtime Technology. Inc.

Figure 9-3 Figure 9-4

NOVAtime and NOVAtime logo are registered trademarks of NOVAtime Technology. Inc.
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10. Information, Precautions, and Maintenance of the NOVAtouch-Il Reader

10.1 Information:
Once the reader has been activated (by use with the NOVAtime program), it will remain active until the computer is
shutdown or re-started. When reading a fingerprint, the LED light will go through one of three phases.

e Standby - Low intensity light

e Detection — Increased intensity light — finger detected by sensor in the reader, but the reading was not good. After a
time of no activity, the intensity may go back to standby.

e Detection/Good Read — High intensity light that then flashes off and goes back to low intensity

10.2 NOVAtounch-II Reader Precautions: To help keep the reader operating in good condition as long as possible, please be

sure to observe the following precautions.

e Do not use a USB extension cable to extend the reach of the reader. It will shorten the life of the reader and void its
warranty.

e Do not use alcohol-based cleaners on the reader.

e Do not use a paper towel or other lint-prone cloth to clean the reader’s window.

e Do not use any paper or other abrasive material to clean the reader’s window.

e Do not use a fingernail or other hard object to clean or do anything else to the reader’s window.

e Do not spray or spill any liquid anywhere on the reader.

e Do not submerge the reader in any liquid or powder.

e Do not drop or misuse the reader.

e Do not place reader in direct sunlight.

e Do not stare (prolonged viewing) directly at the light emitting from the reader. Exposure while using the reader is
not harmful.

e  When disconnecting the reader from the computer, always use the computer’s “stop device” feature first.

10.3 Cleaning the NOVAtouch-Il Reader:

10.3.1 Depending on the environment and amount of use, the reader window may need to be cleaned periodically. To
clean it, first apply a piece of cellophane tape to the window, press lightly to cover the entire window, and then
slowly remove the tape. Next, lightly moisten a soft, lint-free cloth with a mild ammonia-based glass cleaner
(damp—not soaking wet) and gently clean the window.

10.3.2 Once the silicon membrane on the reader starts to become damaged or starts to become less transparent, it will

become more difficult for the reader to read fingerprints. Once it gets to the point where it requires multiple
attempts to access the system, it is time to replace the reader.
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